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PRIVACY POLICY

Respect for privacy is very important to us, which is one of the reasons why we have adopted this Privacy Policy.

We undertake to protect your rights and ensure that your personal data is safeguarded. All the
information you send us is handled in accordance with the applicable laws. We take the appropriate
security and organisational measures to help protect your data against all types of unauthorised
access, use or disclosure. Your personal information will not be transferred or sold.

1. Scope of application and person
responsible for data processing

“Personal information” refers to information
that could identify you, directly or indirectly. We
use a variety of methods of handling different
types of personal information relating to you,
such as when you subscribe to our services,
when you contact us, when you subscribe to
our newsletter, when you browse our website
or when there is a contract (service, business,
other) between you and us.

We have implemented technical and organisa-
tional measures to protect your personal data.

This Privacy Policy applies to all types of data
processing performed by tooyoo, which is an
initiative of Mobiliére Suisse Services SA. Name
and address of person responsible for data pro-
cessing:

Mobiliére Suisse Services SA
Bundesgasse 35

3001 Bern

Switzerland
dataprotection@tooyoo.ch
+41 (0)22 363 93 90

If you have any questions or requests relating to
this Privacy Policy or the way in which your data
is handled, please contact us by letter, email or
telephone, using the following contact details:

Julien S. Ferrari

tooyoo.ch

EPFL Innovation Park Building |
1015 Lausanne

Switzerland
dataprotection@tooyoo.ch
+41(0)22 363 93 90

Data entered on the tooyoo website is stored on
a secure server located in Switzerland. However,
you are responsible for data security where this
pertains to the use of your personal computer or
another device.
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Please consult the following articles for details
of the different types of personal data we may
collect, the purposes for which we collect it and
the legal basis on which we process it.

2. Processing your data

2.1. When you visit our website

Our website uses several types of cookie: those
that are crucial to the website’s functioning
in order to improve your user experience, and
those used to obtain statistics in order to opti-
mise the performance of our platform: e.g. fre-
quency of use or types of questions answered.
No advertising cookies are used on our website.

Within this framework, we use Google Analytics
(server-side cookies), a tool offered by Google
Inc. (California, USA). In order to protect your
privacy, we have taken appropriate steps to
ensure that no personal data is transmitted
to Google: we anonymise your IP address
(identification number of each device connected
to a network using the Internet protocol) and we
integrate Google Analytics on the server side. We
have also selected the shortest retention period
offered by Google Analytics: i.e. 14 months.
The statistics we obtain by means of this tool
are anonymised. For more information visit:
https://tools.google.com/dlpage/gaoptout.

We also use Hotjar, a behavioural analysis tool
which shows where on a page the users scroll
or click the most. Points of interest can thus be
localised. These services allow web traffic to
be monitored and analysed, and user behav-
iour tracked. Some of these services may record
sessions and make them available for visual
playback at a later time. Hotjar allows users
to select “Do Not Track” in the header. Your
browser then tells the Hotjar script not to collect
any of your data. This setting is available on all
the main browsers. For more information visit:
www.hotjar.com/legal/compliance/opt-out.

Cookies can be disabled in your browser set-
tings. Please note that if you choose to block
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cookies, certain features or pages will not work
properly. To delete cookies on your hard drive,
please follow your browser’s help instruc-
tions. Cookies are not retained for longer than
13 months, whatever the configuration.

2.2. When you subscribe to our services

The types of data processed are as follows: last
name, first name, title, postal address, email
address, telephone, age/date of birth, gender,
place of origin, nationality, language for corre-
spondence, profile picture, and any other per-
sonal details you supply voluntarily.

We process these types of data when you give
us your consent or when you ask us to provide
products or services. When you supply personal
information via our website, we use it to create
your customer account, provide you with a ser-
vice and optimise our offer to you. The informa-
tion is processed for the intended purpose only.

Credit card details that you may use to obtain
our paid services are never recorded on our
platform, but are sent directly to Datatrans AG
(a Swiss company, see art. 3 below).

The details you enter on our website are not
passed to third parties, except in the following
cases:

a) if you give your express consent, notably by
inviting a legacy contact to represent your
wishes;

b) if we are required to do so, legally or by court
order;

c) ifitis necessary in order to safeguard the data
of other tooyoo users;

d) if it is necessary in order to uphold our terms
and conditions or our rights.

The great majority of your details, particularly
your sensitive personal data, your replies to
questionnaires and the documents you upload,
are encrypted and cannot be accessed without
a valid court order. If we receive a death certifi-
cate relating to you that has been checked and
approved by our qualified personnel, the leg-
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acy contact(s) designated by you will be given
access to all the data, including the documents
you have uploaded to our platform.

It is possible to export the data at any time in a
commonly used, machine-readable structured
format.

We store your sensitive personal data in
encrypted form, on a secure server located
in Switzerland, until your account is terminated,
you ask us to delete the data, you revoke your
consent to its storage, or the reason for storing
it expires (e.g. 10 years after the date of your
death).

In the event of termination, your data is deleted

in accordance with the following principles:

- Termination on your initiative (5.1 Terms &
Conditions, hereafter: T&Cs): Once we have
received your termination request and you
have confirmed it, we will delete your account
within 30 days. You will be able to export your
data in a structured format.

- Termination on our initiative (5.2 T&Cs): We
will delete your data 30 days after we have
deactivated your account. During the interim
period, the data stored on the platform can
be exported in a structured format. All your
data will be deleted after this deadline.

- Termination in the event of non-payment
(5.3 T&Cs): Even if you fail to pay, we retain
your data so that you do not have to enter
it again. However, you will not be able to
consult or export in a structured format any
data other than your general profile data and
medical information until you have paid the
amountowed. Ifyouwould like allyour datato
be deleted, you may ask for your account
to be terminated. After we have received your
termination request and you have confirmed
it, we will delete your account within 30 days.

- Termination for misuse or failure to abide by
these T&Cs (5.4 T&Cs): You will be granted
30 days from the date of termination in which
to export your data in a structured format.
After this deadline, your data will be perma-
nently deleted.

2.3. When you download our free templates
An email address is required before you can
download free document templates. The only
piece of information we process is the email
address you supply to us. We process this in
order to send you the templates, as well as mar-
keting proposals.

Your email address will not be passed to third
parties, except in the following circumstances:
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a) if we are required to do so, legally or by court
order;

b) ifitis necessary in order to safeguard the data
of other tooyoo users;

c) if it is necessary in order to uphold our terms
and conditions or our rights.

This information is stored on a secure server
located in Switzerland until you request
us to delete it or the reason for storing the
above-mentioned data expires.

2.4. When you contact us by email

If you send us an email, the data you enter in it,
including the contact details you provide, will
be recorded by us for the purpose of processing
your enquiry.

We process the data so that we can respond to
your requests and/or comments, and/or per-
form a contract or take pre-contractual meas-
ures. This data is not transmitted to third parties
without your consent.

We store the data until you ask us to delete it,
you revoke your consent to it being stored, or
the reason for storing it expires (e.g. when the
processing of your request is complete). In prin-
ciple, general enquiries, comments about ser-
vice problems and requests for information, etc.
are retained for a period of three years starting
from the last communication with you. This is
subject to the obligatory legal requirements -
such as the time limits for data storage.

2.5. When you contact us by Intercom

live chat
If you use the Intercom (chat) interface, the data
you enter in it, including the contact details you
provide, will be recorded by us for the purpose
of processing your enquiry. Intercom does not
have access to it.

We process the data so that we can respond
to your requests and comments in relation to
performing a contract or taking pre-contractual
measures. This data is not transmitted to third
parties without your consent.

We store the data until you ask us to delete it,
you revoke your consent to it being stored,
or the reason for storing it expires (e.g. when
the processing of your request is complete). In
principle, general enquiries, comments about
service problems and requests for information,
etc. are retained until your account is closed,
or for a period of three years starting from the
last communication with you if you do not have
a user account. This is subject to the obligatory
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legal requirements - such as the time limits for
data storage.

2.6. When we have concluded a contract
with you or we are in a pre-contractual
relationship

If we have concluded a contract with you, we

will need to process multiple pieces of data

about you for the following purposes:

- Managing the pre-contractual and/or con-
tractual relationship and giving you the best
service;

- Monitoring and managing your file;

- Invoicing and/or payment for services.

The types of information collected cover the fol-

lowing in particular:

- Last names, first names, postal address,
email, telephone no.;

- VAT no,;

- Bank account numbers.

We collect these types of data when you com-
municate them to us orally or in writing, via our
website or by other means. Safeguarding the
confidentiality of this data is naturally of the
utmost importance to us. We will only commu-
nicate it to third parties if the law requires us to
do so or during legal proceedings.

We store the data until you ask us to delete it,
you revoke your consent to it being stored, or
the reason for storing it expires (e.g. once the
contract has been performed). This is subject to
the obligatory legal requirements.

3. Our subcontractors

As a general rule, we select subcontractors who
offer excellent guarantees in relation to the pro-
tection and security of your data (certification
etc.). We make a point of ensuring that sensitive
personal data is processed in Switzerland.

Our main subcontractors are the following:

- Mobiliére Suisse Société d’assurances SA,
which is part of the Swiss Mobiliar Group,
Bern;

- Management of our database on the servers
and website host: oriented.net GmbH, Basel
(Switzerland), 1ISO 27001 certified;

- Website development agency:
Fribourg (Switzerland);

- Online messaging on our website: Intercom,
which is entered on the Privacy Shield regis-
ter in the EU and Switzerland;

- Analysing visitor interactions on our website
(public part): Hotjar Limited, Malta, ISO 27001
certified and GDPR compliant;

Liip SA,



- Payments via our website: Datatrans AG,
Zurich (Switzerland), which is certified to PCI
Level 1, is GDPR compliant and is registered
with Visa and Mastercard as a premium pay-
ment service provider;

- Emails and related data: Google Drive from
Google Ireland Limited;

- Twilio Inc., USA, ISO 27001 certified, entered
on the Privacy Shield register in the EU and
Switzerland and protected by a two-factor
authentication system;

- Telephone: Peoplefone AG, Zurich (Switzer-
land);

- Newsletter: Mailchimp, from the Rocket Sci-
ence Group, USA, I1SO 27001 certified and
entered on the Privacy Shield register in the
EU and Switzerland, and/or ActiveCampaign
LLC, USA, also entered on the Privacy Shield
register in the EU and Switzerland.

We require these data processing providers to
comply with stringent rules. Against this back-
ground, it is possible that some of these sub-
contractors may have confidential access to
some of your information under the terms of
their contract with us, which requires them to
take appropriate measures to protect your data.
However, they will not have access to any of the
sensitive information transmitted when you
subscribe to our services.

4. Data security

We have implemented appropriate organisa-
tional and technical security measures. The
personal data we process is kept secure and
access to it is restricted to persons who need
such access. For example, all the data pass-
ing through our website is secured in accord-
ance with current standards (HTTPS and TLS).
Stored data, particularly customer responses,
are encrypted all the way to the database and
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hence are protected from being read or modi-
fied should they be accessed by unauthorised
third parties.

To prevent loss, your data is backed up each
day, and the back-up file is kept for four weeks.
Access to our premises, our IT systems and our
files is strictly monitored. All financial transac-
tions are secured in accordance with the most
stringent applicable standards and comply with
the PCI DSS (Payment Card Industry Data Secu-
rity Standard).

5. Your rights

As regards your personal data, we choose to
grant you more extensive rights than those
required by the applicable federal law; these
include a right of access, right of rectification,
right of deletion, right of limitation of process-
ing, the right to object, a right of data portabil-
ity in accordance with our T&Cs, and a right to
lodge a complaint with the relevant authority.

In order to exercise your rights, please send your
request in the form of a signed letter, enclosing
a copy of your identity document, to the fol-
lowing address: tooyoo.ch, EPFL Innovation
Park, Building 1,1015 Lausanne, Switzerland or
send us an email using the following address:
dataprotection@tooyoo.ch. We will make every
effort to reply within 30 days.

Where data is processed on the basis of your
consent, you may withdraw such consent at any
time, for the future, without giving a reason. The
withdrawal request should in principle be sent
to us directly by accessing your profile or by
sending an email to dataprotection@tooyoo.ch
in which case instructions on how to proceed
will be sent to you.

6. Amendments

We reserve the right to amend this Privacy
Policy. The latest version can be consulted by

visiting info@tooyoo.ch.
In the event of any discrepancy between the dif-

ferent language versions of this Privacy Policy,
the French version shall prevail.

Effective from: 15.12.2019
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